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Unimpeded Dissemination of Scientific Research
Versus National Security Needs Discussed at Workshop

In the United States, the only mechanism for restricting
publication of scientific research results because of national
security concerns is classification by federal agencies according to
deemed levels of sensitivity. In the wake of heightened fears
following the events of 11 September 2001, the U.S. government
issued in March 2002 a new classification category, "sensitive but
unclassified," which many in the U.S. scientific community consider
vague and ill-defined.

The issuance of this new classification category has raised
concerns in the scientific community of a potential for unnecessary
restrictions on the dissemination of data and other material that
emanates from government sponsored research programs.

John Hamre, the president and CEO of the Center for Strategic
and International Studies (CSIS), said that making such research
results subject to cloistering in this new category will likely
provide minuscule improvements to national security, but will have
"terrible consequences for the scientific community." Hamre made
his statements at a workshop held to discuss issues related to the
conflicts between scientific research and national security,
sponsored by CSIS and the U. S. National Academies. CSIS is a
Washington, D. C.-based, privately funded organization that
produces expert studies and opinion on national and international
security, trade, and other international issues, and also provides for
a for discussion of these same topics.

Most of the scientists who participated in the workshop, including
Bruce Alberts, president of the National Academy of Sciences, and
Ronald Atlas, president of the American Society for Microbiology,
acknowledged a responsibility to safeguard information that could
pose a risk to national security if it fell into the wrong hands.
However, they repeatedly stressed the need for free and open
exchange of information as a critical part of peer-reviewed
research.

These same individuals said that restricting the open exchange of
the research results will stifle progress in the sciences. They also
expressed concern that security-related restrictions on the
dissemination of research findings could discourage scientists
already doing research, as well as those contemplating scientific
research as a profession, because dissemination of findings -
especially through the peer-reviewed literature- is the single most
critical mechanism for gaining access to recognition, promotion,
and funding.

OO00O0O0OONews OOO0OO

For their part, some of the representatives of U.S. security
agencies at the workshop urged scientists to "work with the
national security community" to minimize the amount of research
classified; for example, by specifying research areas that might
potentially carry security risks, and developing "targeted
restrictions” as a way to weed out research that is truly not
sensitive, and should not be classified.

USGS Restricts Public Access to Water Sources
Information

Although the workshop focused specifically on subjects related to
the life sciences, such as genomics and bio-warfare, the issues and
concerns raised are pertinent to all areas of scientific research.

In the geosciences, for example, "sensitive but unclassified"
information such as the location of oil and gas pipelines, reservoirs,
and dams, and toxic or hazardous waste sites in the U.S. were
removed from publicly available maps.

Last year, security concerns prompted the U.S. Geological Survey
to request that librarians around the country destroy CDS
distributed by USGS which contained information about water
resources in the United States. And in June 2002, President George
W. Bush issued National Security Presidential Directive 15 (NSPD-
15), calling for review of national space policy, including a review of
policy on commercial remote sensing, and on foreign access to
remote sensing space capabilities.

AGU's policy statement on the importance of archiving
geophysical data calls for the full and open sharing of Earth and
space science data, while recognizing that constraints on that
practice include national security concerns. The full AGU position
statement is available at
http.//www.agu.org/sci_soc/policy/datapos.html.

The workshop, Scientific Openness and National Security, took
place on 9 January 2003, at the National Academies of Sciences in
Washington, D. C.

EMILY CRUM, AGU Staff Writer
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